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Author Questionnaire 

1. Microscopy: Does your protocol require the use of a dissecting or stereomicroscope for performing a complex dissection, microinjection technique, or similar?  N  

2. Software: Does the part of your protocol being filmed demonstrate software usage?  Y

3. Interview statements: Considering the Covid-19-imposed mask-wearing and social distancing recommendations, which interview statement filming option is the most appropriate for your group? 

☒ 	Interviewees wear masks until the videographer steps away (≥6 ft/2 m) and begins filming. The interviewee then removes the mask for line delivery only. When the shot is acquired, the interviewee puts the mask back on. Statements can be filmed outside if weather permits. 


4. Filming location: Will the filming need to take place in multiple locations (greater than walking distance)?   No


Protocol Length
Number of Shots: 27


Introduction

1. Introductory Interview Statements

REQUIRED: 
1.1. [bookmark: _Hlk72230730]Borja Nogales: This protocol has been defined to incorporate remote sites and vertical infrastructures, which may be available even at other cities or countries, into a common NFV ecosystem [1].

1.1.1. INTERVIEW: Named talent says the statement above in an interview-style shot, looking slightly off-camera. Suggested b-roll: Lab media: Figure 2	


1.2. [bookmark: _Hlk72230768]Neftali Gonzalez: The main advantage of this protocol is its ability to facilitate the development of collaborative experimentation activities, allowing to steadily increase the portfolio of available resources of an NFV ecosystem [1].

1.2.1. INTERVIEW: Named talent says the statement above in an interview-style shot, looking slightly off-camera

OPTIONAL: 

1.3. [bookmark: _Hlk72230835]Ignacio Berberana: The protocol has already supported multiple experimentation activities in research projects involving 5TONIC and other vertical infrastructures from Spain, Europe and Brazil, and now is ready to integrate upcoming trials [1].

1.3.1. [bookmark: _Hlk72230864]INTERVIEW: Named talent says the statement above in an interview-style shot, looking slightly off-camera

Introduction of Demonstrator on Camera

1.4. [bookmark: _Hlk72230983]Borja Nogales: Luis Felix Gonzalez, a Ph.D student from our research group, will help to demonstrate the procedure.  

1.4.1. INTERVIEW: Author saying the above
1.4.2. The named demonstrator(s) looks up from workbench or desk or microscope and acknowledges the camera

Protocol
2. External Network Functions Virtualization (NFV) Site Integration
2.1. To generate a VPN (V-P-N) credential that will allow the new infrastructure to establish a secure connection with the VPN server, after obtaining an appropriate IP address range to integrate the site into the NFV (N-F-V) ecosystem [1-TXT], execute the following command in the VPN server and select the Add a new client option from the prompted list [2].

2.1.1. WIDE: Talent opening server TEXT: VPN: Virtual Private Networks; NFV: Network Functions Virtualization.
2.1.2. SCREEN: 61946_screenshot_1.mov.00:00-00:24

2.2. Introduce the name to be associated with that credential in order to generate a file with the VPN credentials. [1].

2.2.1. SCREEN: 61946_screenshot_1.mov.00:24-00:45

2.3. Use the command as indicated to encrypt the VPN credential with the aim of providing this VPN credential file to the technical staff of the external site through a secure and reliable channel. Set the encryption key, and set the name for the encrypted file including the VPN credential. [1] 

2.3.1. SCREEN: 61946_screenshot_2.mov.00:00-01:05 Speed it up!

2.4. Set up the environment at the new site so as to establish the connection with the NFV ecosystem and to allow the remote NFV infrastructure be attached to the OSM (O-S-M) stack of the central site. To activate the IP forwarding in the VPN endpoint to support network routing capabilities, enter the command to modify and load the updated system configuration [1-TXT].

2.4.1. SCREEN: 61946_screenshot_3.mov.00:14-00:55 TEXT: OSM: Open-Source Management and Orchestration (MANO)

2.5. Use the command to decrypt the VPN credential file with the encryption key and to boot the OpenVPN software with the decrypted credential file. The VPN endpoint will authenticate to the VPN server and will automatically receive the appropriate VPN configuration parameters and network routes [1-TXT].

2.5.1. SCREEN: 61946_screenshot_4.mov.00:11-01:12 TEXT: i.e., VPN endpoint will act as edge route with virtual link to central NFV ecosystem site Speed it up!

2.6. To create an OpenStack project to specify the set of computational resources of the external site that will be integrated into the NFV ecosystem, use administrator credentials to log into the graphical user interface of the OpenStack system [1] and click the plus Create Project button to create a project completing the displayed form with the requested information [2].

2.6.1. Talent logging into system, with monitor visible in frame
2.6.2. SCREEN: 61946_screenshot_5.mov.00:32-01:20 Speed it up!
2.7. Click on the plus Create User button within the Users tab, and enter the appropriate information in the required fields of the displayed form. Select the newly created project as the primary project and select the admin role to create a valid user that will manage the project created in the previous step [1].

2.7.1. SCREEN: 61946_screenshot_6.mov.00:04-00:54 Speed it up!

2.8. To modify the security rules to allow VNF (V-N-F) communication permissions in the new site, access the OpenStack graphical user interface using the appropriate login information and select Project, Network, Security Groups, Manage Rules and plus Add Rule. In the Rule drop-down menu, select the SSH (S-S-H) and All ICMP (I-C-M-P) options [1-TXT].

2.8.1. SCREEN: 61946_screenshot_7.mov.00:00-01:17 TEXT: VNF: Virtual Network Function; SSH: Secure Shell; ICMP: Internet Control Message Protocol Speed it up!

2.9. To create a provider network in OpenStack, click Admin, System, Networks, and plus Create Network. Enter the details of the new network, using the previously selected IP address range [1].

2.9.1. SCREEN: 61946_screenshot_8.mov.00:02-01:20

2.10. To create a second provider network, click Admin, System, Networks, plus Create Network and fill in the details of the new network using the assigned address range [1].

2.10.1. SCREEN:  61946_screenshot_9.mov.00:03-01:00

2.11. After sharing the VIM (Pronounce: “vim”)-related information with the technical staff of the central site, attach the external NFV infrastructure to the OSM software stack of the central site using the command line interface provided by OSM [1-TXT].

2.11.1. SCREEN: 61946_screenshot_10.mov.00:00-01:54 TEXT: VIM: Virtual Infrastructure Manager; OSM: Open-Source MANO.

3. NFV Multi-Site Platform Validation with a Realistic Vertical Service

3.1. For validating the NFV multi-site platform with a realistic vertical service, download the VNF images of the smart farming network service from the public repository [1] and upload them into the VIM of their corresponding site [2].

3.1.1. WIDE: Talent at computer, downloading VNF, with monitor visible in frame
3.1.2. SCREEN: 61946_screenshot_11_v2.mov.00:54-01:01

3.2. Access to the OSM command line interface and use the command to onboard the VNF descriptors to the OSM stack for each of the VNFs composing the network service. Then use the command to onboard the network service descriptor to the OSM stack [1].

3.2.1. SCREEN: 61946_screenshot_12.mov.00:00-02:50

3.3. To deploy the smart farming network service, run the command from the OSM command line interface, specifying the VIM that will be used to host each VNF [1].  Subsequently, use the command to check that the network service has been deployed [2].

3.3.1. SCREEN: 61946_screenshot_13.mov. 00:07-00:41
3.3.2. SCREEN: 61946_screenshot_13.mov. 09:26-09:45

3.4. Enter the command as indicated into the OSM command line interface to obtain the IP address information of each VNF.  Type the command to access the IoT (eye-O-T) server VNF using the IP information obtained and check as shown that the interface is configured to communicate with MQTT (M-Q-T-T) Gateway VNF. [1].

3.4.1. SCREEN: 61946_screenshot_14.mov. 00:14-01:00

3.5. Enter the command to access the MQTT Gateway VNF and run the command as indicated to initialize the MQTT Gateway VNF, which will receive data generated by the sensor using the MQTT standard and transmit these data to the IoT server VNF using the same standard [1].

3.5.1. SCREEN: 61946_screenshot_15.mov.00:05-01:32

3.6. Prepare a Single Board Computer, by attaching a meteorological sensor to it, with the transceiver capacity to transmit sensor readings toward the MQTT Gateway VNF [1].

3.6.1. Talent attaching sensor This step is important!

3.7. Using the mobile application of a small unmanned aerial vehicle, take off the aerial vehicle that hosts the Access Point VNF [1] and position the vehicle to provide wireless coverage to the single board computer with the sensor [2].

3.7.1. Talent using application to remove aerial vehicle Videographer: This step is important!
3.7.2. Talent positioning vehicle Videographer: This step is important!

3.8. Attach the single board computer in charge of reading the data collected by the sensor to the Wi-Fi wireless access point provided by the Access Point VNF [1]. After a successful attachment, a wireless network path will be enabled from the sensor to the MQTT Gateway VNF [2].

3.8.1. Talent at computer, connecting SBC to access point, with monitor visible in frame
3.8.2. SCREEN: 61946_screenshot_16.mov.00:00-00:20 Videographer: Please record this shot of drone providing the access point hovering near the sensor  
Video editor: Please draw a straight line or an arrow (or anything similar) illustrating the network path of the service between the sensor and the drone.

3.9. Use the command as indicated to start transmission of the sensed data. Then use the command and the URL to access the web graphical user interface provided by the IoT server VNF [1].

3.9.1. SCREEN: 61946_screenshot_17.mov.00:00-00:28
 
3.10. Then click on the Sensors Data Collection button and verify the real-time update of the graphs included in the dashboard as data are received [1].

3.10.1. SCREEN: 61946_screenshot_17.mov.00:29-01:00



Results
4. [bookmark: _Hlk27388131]Results: Representative VPN Service Deployment and Sensor Data Collection Analysis

4.1. As illustrated in this picture of the open-vpn-monitor tool [1], it can be observed how the new site is connected to the VPN service [2], enabling its data exchange communications and the correct integration of the new site within the NFV ecosystem [3]. 

4.1.1. LAB MEDIA: Figure 6
4.1.2. LAB MEDIA: Figure 6 Video Editor: please emphasize VPN IP column
4.1.3. LAB MEDIA: Figure 6 Video Editor: please emphasize Bytes In and Bytes Out column

4.2. The network service [1] allows the information distribution from a sensor located in a remote infrastructure to the server located in the central site [2].

4.2.1. LAB MEDIA: Figure 3
4.2.2. LAB MEDIA: Figure 3 Video Editor: please trace yellow line and VPN cylinder from External site cloud to Central site cloud, also, if possible, draw an arrow over the picture, showing the path from the sensors at the external site to the "IoT Server VNF" text box at the central site by following the path marked by the blue line of dashes and dots

4.3. Here a successful deployment of the network service from the OSM web graphical user interface [1], showing how the experiment can be properly instantiated in the new remote infrastructure from the MANO (“man-o”) stack located within the central site, can be observed [2].

4.3.1. LAB MEDIA: Figure 7
4.3.2. LAB MEDIA: Figure 7 Video Editor: please emphasize jove row

4.4. In this Figure, temperature, humidity, and pressure data collected from the sensor demonstrate that the platform is able to deploy practical network services after the inclusion of a new infrastructure as well as to correctly enable communications between sites [1].

4.4.1. LAB MEDIA: Figure 8 Video Editor: please sequentially emphasize top, middle, and bottom graphs
Conclusion
5. Conclusion Interview Statements
5.1. [bookmark: _Hlk72231330]Luis Félix: The protocol has already been used to support experimentation with smart-farming, automotive, and public-safety verticals, and paves the way for many others, such as smart cities, manufacturing, or eHealth [1].
5.1.1. INTERVIEW: Named talent says the statement above in an interview-style shot, looking slightly off-camera. Suggested b-roll: Lab media: Figure 3  
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